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Abstract Cyber-risk assessment is gaining increasing attention due to the potential
impact of cyber-incidents on digital and physical systems, with consequent effects
on individuals and organisations. This work introduces a Bayesian mixture model
to relate individual cybervulnerability features and accessible information that could
affect attackers’ evaluation and cyber-incident occurrence. Individual cybervulner-
ability features are clustered according to a Dirichlet process. Future research di-
rections aimed at prioritising cyber-vulnerabilities and access to information are
discussed too.

Abstract La valutazione del cyber-rischio é oggi un ambito di interesse crescente
a causa del potenziale impatto che gli incidenti informatici possono avere su sis-
temi digitali e fisici, con conseguenti ricadute sulle persone e sulla collettivita. In
questo lavoro, si introduce un modello di regressione Bayesiana per collegare le
caratteristiche individuali delle cyber-vulnerabilita con le informazioni accessibili
che potrebbero influenzare la percezione di tali vulnerabilita e e il verificarsi di
incidenti informatici. Il modello prevede un effetto casuale rappresentato da una
mistura e volto a evidenziare raggruppamenti di cyber-vulnerabilita senza assun-
zioni stringenti a priori. Il lavoro si conclude con la discussione di future direzioni
di ricerca volte alla prioritizzazione delle cyber-vulnerabilita e all’accesso alle in-
Sformazioni.
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1 Introduction

Cyber-incidents are of paramount relevance in current technological systems. Is-
sues posed by compromised data Confidentiality, Integrity, and Availability (“CIA”
paradigm) may affect the validity of experimental results in the scientific context,
as well as the generated value in productive sectors. The plurality of incidents and
attack categories (e.g. Denial-of-Service, Malware, but also social engineering) may
lead to informative, economic, functional, or reputational impact. These issues are
now further amplified by the high level of connectivity among devices and networks
entailed by the Digital Transformation.

For these reasons, cyber-risk assessment is gaining increasing attention for an
informed use of digital resources. Widely accepted standards for cyber-risk assess-
ment comes from the qualitative evaluation of a set of features associated with each
cyber-vulnerability. The National Institute of Standards and Technology (NIST) pro-
vides a severity ranking of emerging cyber-vulnerabilities based on their impact
(along the “CIA” dimensions) and accessibility assessment [2]. However, the ac-
tual risk entailed by a cyber-vulnerability also depends on additional factors that
may influence attackers’ perception regarding a cyber-vulnerability’s exploitabil-
ity: exposure of vulnerable technologies, their diffusion in critical systems, exploit!
availability (existence and value).

The present work introduces a statistical model to address the relation between
cyber-vulnerability assessment and information on the extent of its exploitability.
The multiplicity of information sources, impact dimensions, means of exploitation,
and attackers’ perception suggests adopting a model without a priori assumptions
on the cyber-vulnerability classification. Formally, we consider a regression model
involving: i. categorical regressors, i.e. cyber-vulnerability features, and ii. a set of
response variables that express the priority of the cyber-vulnerability, which can be
understood as severity, exposure, or availability of resources for exploitation. Mul-
tiple response variables reflect the multiplicity of information sources quantifying
these interpretations. Then, we choose a Bayesian mixture model to take into ac-
count potential grouping effects.

2 Data description and methodology

2.0.1 Data description

The set of regressors that qualitatively assess the cyber-vulnerability features is
based on the attack vector in the NIST classification. This is a 6-dimensional vector
X of categorical variables.

! An exploit is defined as software that can be directly executed to realise a cyber-attack.
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e Variables Xc, X7, X4 reflect the assessed impact on data in terms of Confiden-
tiality, Integrity, and Availability, respectively; each of these categories contains
three levels (“none: 07, partial: 0.275”, “complete: 0.660”).

* Variables Xay, Xac, X4, describe the accessibility prompted by the cyber-vulnera-
bility: i. x4y describes the Access Vector (“Requires local access: 0.395, “Local
Network accessible: 0.646”, “Network accessible: 1); ii. x4c assesses Access
Complexity (ranked “high: 0.35, “medium: 0.61”, “low: 0.717); iii. x4, assesses
Authentication (“Requires no authentication: 0.704”, “Requires single instance
of authentication: 0.56”, “Requires multiple instances of authentication: 0.45).

CVSS is widely accepted as a relevant measure for cyber-vulnerabilities along
different dimensionsZ. Known vulnerabilities are ranked in terms of the CVSS, the
score representing the severity of such vulnerabilities [2]. Conditioned to the attack
vector, the CVSS severity score is deterministic: based on the quantitative assess-
ment of regressors presented in Subsection 2.0.1, the impact I, the exploitability E,
and the severity score CVSS, are

T=10.41-(1—(1-Xe)-(1-X;)-(1—X4),
E = 20-Xuv - Xac - Xau,
CSVV = (0.6-1+0.4-E—1.5)-1.176 - (1 — &) 1)

where 6 denotes Kronecker’s delta.

Different response variables y can be considered to address multiple information
sources: we will focus on exposure of vulnerable technologies, software availability
for exploitation, and their value. These views on cyber-vulnerabilities are associated
with actual data from multiple sources (databases).

With these premises, the composition of the dataset is described as follows:

e statistical units are associated with a unique ID and are extracted from the Com-
mon Vulnerabilities and Exposures (CVE) database, which is the knowledge base
regarding exploited vulnerabilities.

e Each CVE is associated with an evaluation of the regressors presented above,
which is provided by the NIST.

+ the Shodan database’ reports exposed hosts for known vulnerabilities: this may
represent a relevant driver for attackers’ intervention. Shodan allows including
CVE and Country as keys for queries.

* Reported exploits for CVEs can be extracted from ExploitDB*.

e The information on exploits can be further refined from VulnDB?, a database
that collects information on the price range for exploits associated with a CVE.
Fields extracted from VulnDB include the price range as 0-day (i.e. when the
vulnerability was not disclosed and there were no available solutions to patch it),

2 https://nvd.nist.gov/vuln-metrics/cvss
3 https://exposure.shodan.io

4 https://www.exploit-db.com/

> https://vuldb.com/
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the price rance at the moment of querying, and the exploitability (specified by
levels “No defined”, "Unproven”, ”Proof-of-Concept”, and “Highly functional”).

For all these databases, we prepared scripts using Python in order to automati-
cally extract the required data through APIs. We started from the selection of ex-
posure data in Italy through Shodan to obtain a base set of CVEs. Subsequently,
the scripts was adapted to extract Attack Vectors associated with these CVEs from
NIST database, and to check the exploits availability from ExploitDB and VulnDB.

The final dataset consists of n = 593 records.

2.0.2 Model definition

The regression model is
y=X"B+p+te 2)

where

* P, are the regression parameters, p € .# C {1,...,6}. Being associated with
categorical data, we adopt an ANOVA representation where each 8, correspond
to B¢ ~ 47(0,100), £ € {0,...,L, — 1}, and L, is the number of levels for the
p-th variable.

* p is arandom effect associated with groups of cyber-vulnerabilities, i.e.

p ~ Y wiA (e, 100). 3)
i=1

o e~ A#(0,1) is the residual.

In order to implement the Bayesian model, we consider p as arising from a
Dirichlet process, which is realised using the stick-breaking representation [3]:

o ~T(1,1),
v ~B(l,a), keN,

k—1
Wi = vk-H(l—vi), keN,
=1

We ~ A4(0,100), keN,
plk ~ A (U, 100)  with p(k|w) = wy. “4)
From this model, y;, p;, and ¢;, i € {1,...,n} represent i.i.d. samples.
The evaluation of posterior distributions is based on this model and data X; de-

scribing the attack vector for n cyber-vulnerabilities, and it is carried out through
Markov Chain Monte Carlo (MCMC) sampling.
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3 Preliminary results

MCMC algorithm allows us to obtain samples from the posterior distribution of
all model parameters. The algorithm identified four main components starting from
two regressors, namely the categorical variable X4y and the CVSS severity score,
and a response variable expressing monitored exposure. The posterior distribution
of regressors indicates that they are significant, as shown in Figure 1. The analysis
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Fig. 1 Box plots for regression parameters associated with the categorical variable X4y (corner:
BrLowav; differential: ﬁﬂighAv) and the severity score CV SS.

of the cluster membership for the n units shows that the attack vector does not fully
determine the grouping of sampled vulnerabilities. In particular, CVEs associated
with the same attack vector do not always lie in the same group k. This suggests that
the extent to which vulnerable hosts can be identified, which is quantified by the
Shodan response, does not only depend on technical features of the cybervulnera-
bility (expressed by the attack vector), but also on contextual factors that depend on
the diffusion and the use of a given technology.

In order to better explore these factors, further analyses involving different com-
binations of regressors and response variables, with special regard to available re-
sources for exploitation are necessary.

4 Conclusion and Future Work

The present work is a first study aimed at an integrated study of cyber-vulnerabilities
through statistical modelling. Other statistical models are being developed for cyber-
risk assessment, e.g. [1], and different models can be used to highlight specific as-
pects that are relevant for cyber-risk assessment.
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The actual realisation of cyber-attacks does not only rely on technical features
represented by attack vectors, but also on different information sources that can
promote or mitigate cyber-attacks. It is plausible that access to information has a
relevant role in this regard: as mentioned in [1], data regarding cyber-security are
subject to limited disclosure and underestimation, both to adhere to security stan-
dards and to prevent reputational loss. On the other hand, open data provided by
Organisations may be used not only to prevent cyber-incidents, but also to guide
cyber-attackers.

Future work will further explore these issues, addressing the role of ranking of
cyber-vulnerabilities dependent on multiple information sources and criteria, as well
as relations between these rankings, in order to support decision-makers in both
prioritisation and information disclosure.
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