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ABSTRACT

This study explores automated cyberbullying detection across major social networks and 
messaging platforms using state-of-the-art large language models in a zero-shot, multimodal setting. 
Models including LLaMA 4, Gemma 3, and GeminiAI were evaluated on images and videos 
without domain-specific fine-tuning. The system assigned a continuous score (0–10) to indicate the 
presence of cyberbullying across four categories: revenge porn, happy slapping, racism, and body 
shaming. Experiments on over 5,000 multimedia samples from Telegram, Reddit, and X (formerly 
Twitter) showed that large language model-based approaches achieve competitive performance, with 
Gemma 3-12B emerging as the most stable, accurate, and ethically compliant model. The results 
also highlighted the critical role of prompt engineering and multimodal context in detecting subtle 
or implicit online aggression.
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INTRODUCTION

The phenomenon of cyberbullying represents one of the major challenges of today’s digital 
society, in a context where information technologies and social media permeate every aspect of 
daily life (Langos, 2012). Although these tools have revolutionized communication and enabled 
unprecedented access to information, they have also introduced new risks, particularly for younger 
segments of the population. Cyberbullying manifests itself through aggressive, intentional, and 
repeated behaviors carried out via digital platforms, such as social networks, forums, chats, and 
messaging applications, with the purpose of humiliating, denigrating, or psychologically and socially 
harming the victims (Tokunaga, 2010). Its manifestations may include not only direct verbal abuse but 
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also the non-consensual dissemination of personal information, the creation and sharing of derogatory 
or false content, and forms of online social exclusion (Grigg, 2010).

This work proposes an innovative and automated methodology for detecting cyberbullying 
episodes on social media, based on the use of advanced artificial intelligence (AI) and multimodal 
learning techniques. The goal is to provide an effective tool to support moderators, law enforcement 
agencies, and digital platforms capable of promptly identifying potentially offensive content, reducing 
the burden of manual analysis, and improving preventive intervention capabilities.

In particular, this paper introduces an approach that integrates the analysis of multimedia content 
(images and videos) with the processing of contextual and semantic signals, which are often overlooked 
by traditional approaches. Through the use of large language models (LLMs), the developed system 
aims to detect and classify cyberbullying events with high precision and robustness, providing a 
concrete contribution to the evolution of monitoring and prevention systems in the digital environment.

With the evolution of technologies and the increasing spread of social media, the online experience, 
especially for younger generations, has become a fundamental aspect of everyday life. However, along 
with the many benefits linked to access to information and new forms of communication, significant 
risks have emerged, including cyberbullying. This term refers to a wide range of aggressive and 
repeated behaviors carried out through digital platforms, such as social networks, forums, chats, and 
other online applications, with the intent to shame, humiliate, or harm the victims. Current detection 
and prevention systems are based on natural language processing (NLP) and are used on textual 
components, where they detect cyberbullying episodes through keywords and sentiment analysis. 
Unfortunately, these NLP models are insufficient when applied to contexts involving sarcasm, cultural 
nuances, and other elements that increase the likelihood of false negatives.

Approaches based on the use of LLMs are increasingly being adopted for detection tasks, further 
improving accuracy at the cost of higher computational requirements. In this paper, we proposed a 
solution that used LLMs not to analyze text, but to analyze images and videos, which are increasingly 
used today to mock, offend, and harm individuals. In our proposal, we tested several LLMs, with 
a particular focus on the use of Google LLC’s Gemma 3-12B model, which enabled us to analyze 
videos and images.

RELATED WORK

The automatic identification of cyberbullying has evolved from purely textual NLP-based 
approaches (Islam & Rafiq, 2024; Kiela et al., 2021) to multimodal systems combining textual and 
visual signals, especially in the context of memes and social imagery (Maity et al., 2022; Sharma et 
al., 2020). Early works framed cyberbullying detection as a binary classification task (bullying versus 
non-bullying), while more recent studies have explored multi-class and fine-grained taxonomies, 
though often without continuous scoring or subcategory-level discrimination (Philipo et al., 2026).

In the transition toward multimodal approaches, a major turning point was the “Hateful Memes 
Challenge,” introduced by Facebook AI, which standardized benchmarks and methodologies for 
hate detection in memes, compelling models to jointly process visual and textual signals. Although 
not explicitly focused on “cyberbullying” as a phenomenon, this line of research shaped many of the 
datasets, metrics, and reference architectures later reused in the bullying detection domain (Kiela et 
al., 2021).

Following the “Hateful Memes Challenge,” subsequent works expanded and specialized 
classification tasks toward harmful or targeted content. The HarMeme dataset and its variants have 
been widely employed to identify offensive or hostile memes, while ACL (2024) contributions 
explored retrieval-augmented and contrastive learning strategies to enhance robustness. More recently, 
studies on large multimodal models have shown that dedicated fine-tuning achieves state-of-the-art 
performance across multiple “harmful/hateful meme” benchmarks. However, these models still rely 
predominantly on binary or multi-label predictions with broad categories (e.g., hateful/non-hateful) 
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rather than providing continuous estimates of severity or subcategory-level granularity (Pramanick 
et al., 2021).

The first body of research explicitly addressing multimodal cyberbullying introduced hybrid 
convolutional neural network (CNN)/recurrent neural networks or capsule-based architectures capable 
of jointly processing text, image, and “infographic” elements (i.e., text embedded within images; Kiela 
et al., 2021; Maity et al., 2022; Sharma et al., 2020). These models demonstrated that integrating 
multiple modalities improves F1 performance compared to text-only systems. Nevertheless, they 
remain largely confined to discrete decision schemes (bullying versus non-bullying). More recent 
studies have proposed pipelines combining pretrained visual backbones (e.g., VGG16) for image 
processing with transformer-based textual encoders (e.g., XLM-RoBERTa) using late fusion; yet 
these too output categorical labels rather than continuous semantic scores (Kumar & Sachdeva, 2021).

Within the “misogynistic memes” domain, the SemEval-2022 MAMI shared task represented a 
milestone by introducing not only binary detection but also multi-class categorization of misogyny 
types (stereotype, shaming, objectification, and violence), demonstrating the feasibility of more 
fine-grained labeling in multimodal contexts (Fersini et al., 2022). In that study, the authors did not 
train a model from scratch but leveraged pretrained multimodal architectures, notably Contrastive 
Language-Image Pretraining for visual and textual feature extraction, and Vision-and-Language 
Bidirectional Encoder Representations from Transformers for linguistic understanding. However, these 
were vertical thematic categories (misogyny-specific) rather than a transversal set of cyberbullying 
forms. Moreover, the annotations were categorical, not continuous (Fersini et al., 2022).

Several studies have also explored the use of LLMs to generate synthetic data and labels, 
supplementing or replacing human annotation for cyberbullying detection tasks. These approaches, 
however, relied on discrete classification (bullying/non-bullying) schemes (Kazemi et al., 2025). 
Similarly, the work by Vanpech et al. (2024) focused on binary classification of cyberbullying incidents, 
employing LLMs such as GPT-4 (OpenAI) to extract textual descriptions from images, which were 
then analyzed by a custom LLM-based classifier performing a bullying/non-bullying decision.

Further research has targeted meme or cyberbullying detection in specific languages (e.g., Bengali 
meme datasets), alongside recent surveys cataloguing datasets and metrics (precision, recall, F1, 
and area under the curve). These confirmed the predominance of binary or multi-class tasks and the 
near absence-except for very limited cases of models capable of estimating a continuous “presence/
intensity” score for subcategories at the image level (Ahmed et al., 2023).

As for video content, the cyberbullying-specific literature is considerably sparser and often relies 
on proxy categories (violence, aggression, and harassment) or session-based social video structures 
(e.g., Vine and YouTube) that combine multimodal signals along the temporal dimension. Here 
too, most approaches focus on discrete detection rather than continuous scoring of subtypes (Yi & 
Zubiaga, 2023).

METHODOLOGY

The proposed framework extended cyberbullying analysis beyond traditional text-based 
approaches by introducing a multimodal methodology capable of interpreting both images and videos. 
This shift was particularly important because harmful online behaviors are often conveyed through 
visual and contextual cues rather than explicit verbal abuse. Humiliation, symbolic aggression, 
discriminatory imagery, non-consensual exposure, or group-based mockery may emerge through 
gestures, scenes, visual composition, and relational context, all of which are difficult to capture using 
text-only pipelines (Hosseinmardi et al., 2015; Zhong et al., 2019).

To address this challenge, the methodological pipeline combined visual preprocessing, multimodal 
LLMs (MLLMs) inference, and human-grounded evaluation. The overall framework was organized 
into four main stages: data acquisition, preprocessing of visual material, model selection, and AI-based 
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classification and scoring. The final evaluation phase compared AI-generated scores against human 
annotations in order to assess the model’s ability to approximate human perception of harmful content.

Data Acquisition and Evaluation Dataset
The broader data acquisition process focused on collecting a diverse and realistic set of multimedia 

contents from publicly available social platforms, including Telegram, Reddit, and X (formerly 
Twitter). These environments were selected because of their richness in user-generated visual 
material and their wide thematic diversity, including both benign and potentially harmful content 
(Kumar & Sachdeva, 2021). Content was retrieved through Python-based scraping and application 
programing interface routines specifically developed for this project. Ethical considerations were 
followed throughout the collection process: no personally identifiable information was retained, and 
all media was anonymized whenever necessary.

The broader corpus comprised more than 5,000 media items, including static images and short 
video clips. To improve representativeness, the corpus was intentionally constructed to include 
offensive, neutral, and ambiguous examples. This design choice supported the study of subtle 
boundaries between harmful and non-harmful online behavior.

For the quantitative evaluation reported in this work, a manually assessed benchmark subset of 
23 multimedia contents was selected from the broader corpus. Each content item, including both 
images and short videos, was evaluated across four categories of potentially harmful online behavior:

•	 Happy slapping
•	 Revenge porn
•	 Racism
•	 Body shaming

For each content-category pair, annotators assigned a score on an ordinal scale ranging from 0 to 
5, where 0 indicated the absence of the phenomenon and 5 indicated a very strong presence. Human 
annotations were collected from 140 independent respondents and used as the reference baseline 
against which AI predictions were evaluated. In parallel, the same 23 contents were evaluated by 24 
independent AI profiles, producing a corresponding set of AI-generated ratings.

This two-level design, consisting of a large-scale collected corpus and a smaller human-validated 
benchmark, allowed the methodology to combine ecological realism with rigorous quantitative 
evaluation.

Preprocessing of Visual Data
Once collected, all visual data underwent a preprocessing phase aimed at improving consistency 

and analytical reliability. Images were converted to red, green, and blue format, resized when 
necessary, and normalized to preserve coherence in color and luminance. Videos were decomposed 
into frame sequences sampled at controlled intervals, empirically determined according to video 
length and semantic density. This strategy preserved the temporal dynamics of the scene while limiting 
computational overhead (Carreira & Zisserman, 2017; Wu et al., 2019).

Each extracted frame was analyzed individually. Low-quality or redundant frames, such as 
blurred, repetitive, or underexposed frames, were filtered through a combination of visual heuristics 
and statistical checks. For longer clips, only key frames characterized by significant motion or the 
presence of human subjects were retained. This procedure reduced data volume while maintaining 
the semantic integrity of the original video.

The use of frame-level analysis made it possible to retain fine-grained information on potentially 
harmful events, particularly in videos where aggression or humiliation may occur only in specific 
segments.
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Model Selection
While textual cyberbullying detection has been extensively studied, visual manifestations of 

bullying require a model capable of integrating visual evidence, contextual cues, and linguistic 
reasoning within a unified interpretive framework. Recent MLLMs represented a promising solution 
in this direction, as they combined visual understanding with natural language reasoning capabilities 
(Caffagni et al., 2024).

During the model selection phase, several multimodal models were evaluated, including LLaVA 
(Lee et al., 2023), LLaMA-based multimodal variants, LLaMa 4 and Gemma 3 (Gemma Team et 
al., 2025; Meta, 2025). The comparison was conducted through a controlled evaluation protocol in 
which each model was tested on the same subset of the dataset across multiple inference runs using 
identical prompts and parameter settings. This procedure allowed us to assess not only predictive 
outcomes but also output stability, variance across runs, and consistency of the generated explanations.

The selection criteria did not rely solely on predictive performance. We also considered 
interpretability of the model’s reasoning, robustness across repeated runs, computational feasibility 
for local deployment, and ethical compliance. In this context, ethical compliance refers to the model’s 
ability to analyze potentially sensitive material related to cyberbullying without systematically refusing 
the task or generating safety-triggered generic responses that prevent meaningful analysis.

Across repeated evaluations, Gemma 3-12B exhibited the lowest variability in predictions and 
more coherent reasoning chains compared to the other tested models. In addition, it consistently 
provided structured explanations of the visual and contextual elements leading to the classification, 
improving interpretability. By contrast, several alternative models showed higher variance in their 
outputs across runs and frequently triggered safety refusal mechanisms when exposed to images 
containing harassment, insults, or other forms of abusive content. These refusal behaviors limited 
their applicability to the task, as the models often declined to analyze precisely the types of harmful 
material that the system aimed to detect.

The choice of Gemma 3 was also supported by recent literature highlighting its strong performance 
among open multimodal models. The Gemma 3 technical report showed substantial improvements 
over previous Gemma versions in instruction following, reasoning, and multimodal understanding 
with competitive performance across several benchmarks (Gemma Team et al., 2025). In addition, 
independent evaluations have shown that Gemma 3 achieved balanced and stable performance in 
vision-language reasoning tasks compared to other multimodal models, maintaining consistent 
results across evaluation settings (Skender et al., 2025). More broadly, the architecture integrated 
an efficient attention design and a dedicated vision encoder, enabling robust multimodal processing 
while maintaining relatively low computational requirements (Gemma Team et al., 2025).

Gemma 3-12B therefore achieved the best balance between classification stability, interpretability, 
and operational usability. Furthermore, its parameter scale enabled reliable local execution while 
maintaining competitive multimodal reasoning capabilities (Brown et al., 2020; Bosma et al., 2022). 
For these reasons, Gemma 3-12B was selected as the core inference engine of the proposed framework.

AI-Based Analysis and Scoring Pipeline
At the core of the methodology was a multimodal classification and scoring pipeline driven by 

Gemma 312B. Rather than performing only binary classification, the system was designed to quantify 
the perceived intensity of harmful content across the four target categories. For each image or video 
frame, the model outputted four independent scores corresponding to revenge porn, happy slapping, 
racism, and body shaming.

To ensure semantic consistency, inference was guided through a prompt-based operational 
schema (Bosma et al., 2022; Brown et al., 2020). Each prompt explicitly defined the meaning and 
behavioral boundaries of the four categories. An example of the operational definitions provided to 
the model is reported below:

Operational definitions:
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•	 happy slapping: recording or glorification of physical assault (hitting, humiliation, violence).
•	 revenge porn: depiction or distribution of intimate content without consent.
•	 racism: symbols, gestures, or text that denigrate a racial or ethnic group (e.g., slurs, stereotypes, 

hate symbols).
•	 body shaming: mockery or denigration based on body shape, weight, or physical appearance.

The model’s outputs were stored in a structured JSON format, with one entry per analyzed item. 
For videos, frame-level predictions were aggregated using a weighted mean strategy, where weights 
were proportional to motion intensity or to the number of detected human figures. This aggregation 
reduced the influence of marginal or visually uninformative frames and provided a more representative 
content-level score.

The use of a continuous scoring mechanism offered two main advantages. First, it captured degrees 
of severity rather than only presence or absence. Second, it enabled a more nuanced comparison with 
human annotators, whose judgments were themselves inherently graded and context sensitive. In 
this sense, the proposed framework went beyond traditional CNN-based or fixed-label classification 
systems by combining visual perception and semantic reasoning in a single interpretive process 
(Ribeiro et al., 2016).

Human Reference Aggregation
Because human annotations exhibit natural variability, three aggregation strategies were used to 

construct a reference value for each content-category pair:

•	 mean human score
•	 median human score
•	 mode of human scores

These aggregation strategies allowed for the evaluation of AI predictions against different 
representations of human consensus. In particular, the median was especially informative for ordinal 
ratings because it was more robust to outliers and skewed response distributions.

Using multiple aggregation functions made it possible to distinguish whether AI predictions 
were closer to the central tendency of the human group, to its most frequent judgment, or to its 
arithmetic average.

AI Prediction Aggregation
Each of the 24 AI profiles produced an independent set of ratings on the same 92 content-category 

items. For the main analysis, AI predictions were aggregated by computing the mean score across 
AI raters, yielding a single AI estimate for each content-category pair.

Additional analyses were also conducted at a finer granularity using:

•	 individual AI raters
•	 pairwise AI-human comparisons

This design allowed the study of not only average performance, but also of the variability and 
reliability of AI outputs across repeated evaluations.

Evaluation Framework
AI predictions were compared against the human baseline across the 92 evaluated items. The 

evaluation framework was designed to capture three complementary dimensions of performance:
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•	 numerical accuracy
•	 ordinal agreement
•	 distributional similarity

This combination of perspectives enabled a comprehensive assessment of the AI system’s ability 
to reproduce human perception of harmful multimedia content. In particular, comparing AI-generated 
scores with aggregated human judgments made it possible to determine whether the model merely 
detected explicit signals or also approximated the more nuanced and context-dependent evaluations 
provided by human annotators.

Overall, the methodology integrated large-scale data acquisition, multimodal preprocessing, 
prompt-guided LLM inference, and human-centered evaluation within a unified framework for the 
analysis of cyberbullyinging-related content in visual media.

IMPLEMENTATION AND SYSTEM ARCHITECTURE

The implementation of the proposed framework was designed to balance computational efficiency, 
scalability, and interpretability. The system followed a modular pipeline architecture in which each 
component performed a specific role—from multimedia data acquisition to the generation of structured 
analytical reports—while maintaining interoperability and traceability across the entire workflow. 
This modular design facilitated future extensions, such as the introduction of new detection categories, 
additional data sources, and real-time monitoring capabilities.

System Overview
The architecture is organized into three main components:

1. 	 A data acquisition module, responsible for retrieving, filtering, and anonymizing multimedia 
content from online platforms;

2. 	 A multimodal analysis engine, which performed semantic interpretation using the Gemma 3-12B 
model; and

3. 	 A post-processing and reporting module, which aggregated, validated, and structured the inference 
outputs into interpretable analytical results.

The modules communicated through a standardized JSON-based data flow, ensuring 
reproducibility and efficient data exchange between processes. The use of a lightweight and serializable 
format enabled a distributed execution and facilitated the scaling of the system for large-scale analysis 
or real-time moderation scenarios (Mitchell et al., 2019).

Data Acquisition and Filtering
The acquisition module, implemented in Python, retrieved multimedia content from publicly 

accessible channels on Telegram, Reddit, and X (formerly Twitter). Data collection relied on a 
combination of official platform application programing interfaces and custom web scraping routines 
designed to operate within the boundaries of the ethical use of publicly available information. Only 
publicly shared multimedia material was collected, and no private or restricted sources were accessed.

The resulting dataset included both images and short-form videos. While images could be 
processed directly by the multimodal model, videos required an intermediate transformation step in 
order to be compatible with the vision-language inference pipeline adopted in this work.

All collected media underwent an initial filtering phase aimed at improving dataset quality and 
reducing noise. This stage removed duplicate files, corrupted media, and visually irrelevant samples, 
such as blank frames, low-resolution content, or media lacking discernible subjects. Hash-based 
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similarity detection and simple perceptual checks were used to identify duplicates, while heuristic 
thresholds on resolution and file integrity were used to discard unusable items.

For video data, the system performed a frame extraction procedure that converted each clip into 
a sequence of representative still images. Rather than processing every frame, which would introduce 
significant redundancy and computational overhead, the pipeline selected frames based on simple 
motion and content heuristics. In particular, frame differences and object presence indicators were used 
to identify visually informative segments. This strategy reduced temporal redundancy while preserving 
frames that were most likely to contain meaningful social interactions or potentially harmful events.

Each selected frame was then analyzed independently by the multimodal model, and the resulting 
severity scores were aggregated to obtain a video-level representation. The aggregation process 
followed a heuristic strategy that combined maximum and average scores across frames. The maximum 
value captured peak harmful events that may appear briefly within the video, while the average score 
reflected the overall intensity of harmful behavior throughout the clip. This dual aggregation strategy 
helped approximate the temporal dynamics of cyberbullying episodes, which often manifest as short 
bursts of aggressive or humiliating actions embedded within otherwise neutral sequences.

It is important to note that the proposed approach did not explicitly model temporal dependencies 
in the way that specialized video architectures (e.g., transformer-based video models or recurrent 
sequence models) would. Instead, the frame-based strategy provided a computationally efficient 
approximation that allowed MLLMs, which are primarily optimized for image-text reasoning, to 
be applied to video content without requiring dedicated video encoders. This design choice was 
motivated by two practical considerations: the limited availability of large-scale annotated datasets for 
visual cyberbullying in video format and the need to maintain compatibility with locally deployable 
multimodal models.

Although this approach could not fully capture long-range temporal interactions, it enabled the 
detection of visually salient bullying cues, such as physical aggression, humiliating exposure, or 
mocking gestures, that appear within individual frames. Preliminary inspections further indicated that 
many cyberbullying-related events in short social media videos tend to be concentrated in a limited 
number of key frames, making frame-level analysis a reasonable approximation for the current dataset.

Recent research has proposed multimodal architectures specifically designed for video 
understanding, such as Video-LLaMA (Zhang et al., 2023) and Video-LLaVA (Lin et al., 2023), 
which extend vision-language models with temporal encoders capable of modeling sequential 
dependencies across frames. These approaches integrated video transformers or temporal attention 
mechanisms to capture motion patterns and long-range interactions within clips. While such models 
provide richer representations of temporal dynamics, they typically require significantly larger 
computational resources and training datasets. Given the exploratory nature of the present study and 
the limited availability of annotated visual cyberbullying datasets for video sequences, the adoption of 
a frame-based approximation was considered a pragmatic compromise that enabled the use of locally 
deployable MLLMs while still capturing visually salient cues associated with harmful interactions.

Future work will explore the integration of temporal modeling techniques, including video 
transformers and multimodal sequence encoders, in order to better capture sequential interaction 
patterns and conversational dynamics that unfold over longer time intervals.

Particular attention was devoted to ethical compliance and data protection throughout the 
acquisition process. The system avoided storing user identifiers or personal metadata and sensitive 
elements, such as faces, were anonymized or blurred when necessary. These precautions ensured 
adherence to responsible AI research practices and data protection principles.

Multimodal Analysis Engine
The core analytical component of the system was the multimodal analysis engine, which 

orchestrated the interaction between preprocessing modules and the Gemma 3-12B LLM. The engine 
was implemented using the Hugging Face Transformers framework, allowing the model to run 
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locally on graphics processing unit-equipped machines while ensuring full control over inference 
processes and reproducibility (Bommasani et al., 2021).

Each image or extracted video frame was paired with a dynamically generated prompt that 
defined the categories of analysis—revenge porn, happy slapping, racism, and body shaming—and 
instructed the model to assign a severity score between 0 (absence) and 10 (strong presence) for each 
category. The prompts followed a structured format designed to guide the model toward context-aware 
interpretation. For example:

“Analyze whether the image depicts behaviors that ridicule, humiliate, or harm individuals 
through physical aggression, exposure of private material, racial discrimination, or body shaming. 
Assign a score from 0 (none) to 10 (strong presence) for each category.”
The model outputs were automatically parsed and validated. The system first attempted to extract 

a valid JSON structure from the generated response. If the output format deviated from the expected 
schema, a fallback routine based on regular expression matching identified numerical values associated 
with each category label. Missing entries were filled with null values, producing a standardized 
four-dimensional vector for each analyzed media item.

Post-Processing and Aggregation
For video inputs, frame-level predictions were aggregated through a weighted averaging 

mechanism. Frame weights were determined by motion intensity and the number of detected human 
figures, ensuring that highly informative segments contributed more strongly to the final score while 
reducing the influence of transient or marginal frames.

All inference results are stored in an append-only JSON log containing:

•	 the source path or URL of the analyzed media,
•	 the prompt used during inference,
•	 the four category scores, and
•	 timestamp and model configuration metadata.

This structured logging mechanism guaranteed full traceability of the analytical process, supported 
quantitative evaluation, and enabled external auditing of model behavior. The collected data could 
then be subsequently transformed into tabular summaries, visual analytics, and heat maps illustrating 
the distribution of harmful patterns across the dataset.

To support practical moderation scenarios, a threshold-based risk classification layer was also 
implemented. Scores were grouped into three severity levels—low, moderate, and high—providing 
a triage mechanism that prioritized potentially harmful content for human review.

Execution Environment and Software Stack
The system was implemented entirely in Python and relied on widely used scientific and machine 

learning libraries. In particular:

•	 OpenCV for frame extraction, motion detection, and image preprocessing;
•	 NumPy and Pandas for data manipulation and aggregation;
•	 Matplotlib and Seaborn for visualization and result reporting;
•	 Transformers (Hugging Face) for model loading and inference control.

Model inference was executed locally using the Gemma 3-12B multimodal model in 
mixed-precision (FP16) mode on an NVIDIA Tesla P40 graphics processing unit with 24 gigabytes of 
VRAM under CUDA 12.2. This configuration provided sufficient computational capacity to process 
large batches of multimodal inputs while maintaining acceptable latency.
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To ensure reproducibility, all experiments were executed within a containerized environment 
using Docker. Deterministic seeds and fixed random states were adopted across runs so that identical 
configurations produced consistent outputs, facilitating benchmarking and replication in future studies.

RESULTS

This section presents the experimental evaluation of the proposed AI-based analysis framework 
for detecting and scoring potentially harmful behaviors in multimedia content. The evaluation aimed 
to assess how closely the scores generated by the AI system aligned with human judgments across 
four categories of harmful online behavior: revenge porn, happy slapping, racism, and body shaming.

The analysis focused on three main aspects:

•	 the numerical accuracy of AI predictions with respect to human annotations,
•	 the ordinal agreement between AI and human judgments,
•	 the variability and interpretability of the scoring across categories.

The results provided insights into both the capabilities and limitations of AI models when applied 
to socially complex and context-dependent phenomena, such as cyberbullying and online harassment.

Experimental Setup
The experiments were conducted on a heterogeneous dataset composed of multimedia content 

collected from publicly accessible social media platforms. The dataset includes both static images 
and short video clips obtained from sources such as Reddit and Telegram.

The collected content represented a broad range of visual contexts, including neutral scenes (e.g., 
everyday photographs, landscapes, or artistic imagery) as well as potentially harmful material, such 
as discriminatory memes or videos depicting physical aggression.

For video data, each clip was segmented into multiple frames in order to allow frame-level analysis. 
Depending on the duration of the clip, between 5 and 20 frames were extracted using a controlled 
sampling strategy designed to balance representativeness and redundancy reduction.

Each image or extracted frame was processed by the Gemma 3-12B multimodal model using 
a structured prompt explicitly defining the four analysis categories: revenge porn, happy slapping, 
racism, and body shaming. The model was required to assign a numerical score representing the 
perceived intensity of each phenomenon.

The output was generated in JSON format, as illustrated in the example below.

JSON Example
1 {
2 “image_url”: “multimodal/images/acqua.jpg”,
3 “prompt”: “Analyze whether the image
4 represents any of the following behaviors:
5 revenge porn, happy slapping, racism, or
6 body shaming. For each category,
7 assign a score from 0
8 (absence) to 10 (maximum presence).”,
9 “result”: {
10 “happy slapping”: 0,
11 “revenge porn”: 0,
12 “racism”: 0,
13 “body shaming”: 0
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14 }
15 }
To evaluate the quality of AI predictions, a subset of multimedia items was independently 

annotated by human participants. In total, 140 human annotators evaluated the same content using 
the same scoring scale. The resulting human annotations were used to construct reference scores for 
each content-category pair.

Because human judgments exhibit natural variability, three aggregation strategies were considered 
for the human reference:

•	 mean human score
•	 median human score
•	 modal human score

The comparison between AI predictions and human references was then conducted across the 
92 content category evaluation items (23 contents × 4 categories).

Statistical Analysis
The agreement between AI predictions and human annotations was evaluated using a set of 

complementary statistical metrics designed to capture numerical accuracy, ordinal agreement, and 
correlation between the two sources of ratings.

Reference Aggregation
For each questionnaire item and content category, human annotations were first aggregated to 

obtain a reference score. Two aggregation strategies were considered: the arithmetic mean and the 
median of the human ratings. These aggregated values represented the baseline human judgment 
against which AI predictions were compared.

Error-based Accuracy Metrics
Prediction accuracy was assessed using standard regression-based measures that quantified the 

deviation between AI predictions and the human reference scores.
The mean absolute error (MAE) measures the average magnitude of prediction errors, as seen 

in Equation 1.

​MAE  =  ​ 1 _ N ​ ​∑ 
i=1

​ 
N
 ​ ​|​​A ​I​ i​​ − ​H​ i​​​|​​​​� (1)

where AIi denotes the AI prediction for the i-th item–category pair, and Hi is the corresponding 
aggregated human reference score. MAE provides an intuitive measure of the typical absolute 
discrepancy between AI and human evaluations.

To give greater weight to larger deviations, the root mean squared error (RMSE) was also 
computed, as shown in Equation 2.

​RMSE  =  ​√ 
________________

  ​ 1 _ N ​ ​∑ 
i=1

​ 
N
 ​ ​(​​A ​I​ i​​ − ​H​ i​​ ​​)​​​​ 2​​ ​​� (2)

Because the squared error penalizes large disagreements more strongly than MAE, the RMSE 
is particularly sensitive to occasional substantial prediction errors.

To detect systematic prediction tendencies, the mean signed error (Bias) was calculated as shown 
in Equation 3.
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​Bias  =  ​ 1 _ N ​ ​∑ 
i=1

​ 
N
 ​ ​(​​A ​I​ i​​ − ​H​ i​​​)​​​​� (3)

Negative bias values indicated that the AI tends to assign lower scores than the human reference 
ratings (systematic underestimation), while positive values indicated systematic overestimation.

Tolerance-Based Agreement Measures
Given that the annotation scale ranged from 0 to 10 and represented ordinal judgments rather than 

precise measurements, small deviations between AI and human scores may still represent practically 
acceptable agreement. For this reason, tolerance-based agreement measures were computed.

In addition to the proportion of exact matches between AI and human scores, we measured the 
percentage of predictions falling within predefined tolerance thresholds: ± 1 and ± 2 points from 
the human reference value. These measures provided a more interpretable indication of practical 
agreement under small rating discrepancies.

Correlation Analysis
The association between AI predictions and human scores was further evaluated using two 

correlation coefficients.
Pearson’s correlation coefficient measured the strength of the linear relationship between the two 

sets of ratings. Spearman’s rank correlation coefficient, instead, evaluated the strength of a monotonic 
relationship by comparing the relative ranking of scores rather than their absolute values. This was 
particularly useful when the scale was ordinal and the exact numerical spacing between categories 
may not have been strictly meaningful.

Ordinal Agreement
Because the annotation scale was ordinal (0–10), agreement was also quantified using Cohen’s 

weighted κ coefficient. Unlike simple accuracy measures, weighted κ accounted for the magnitude 
of disagreement between categories.

Two weighting schemes were considered:

•	 Linear weighted κ, which penalizes disagreements proportionally to the distance between rating 
categories.

•	 Quadratic weighted κ, which applies a stronger penalty to larger discrepancies by squaring the 
distance between categories.

Before computing κ, scores were rounded to the nearest integer category within the scale range.
Human inter-rater reliability. To contextualize AI performance, human inter-rater reliability was 

also estimated. Pairwise comparisons between all human annotators were computed across the same 
item–category pairs, and agreement metrics (including MAE, exact agreement rate, and weighted κ) 
were averaged across annotator pairs.

This analysis provided a baseline estimate of the intrinsic variability of human judgments in 
the annotation task, allowing the AI performance to be interpreted relative to the natural level of 
disagreement among human evaluators.

Table 1 summarizes the agreement metrics obtained from the comparison between AI predictions 
and the aggregated human reference annotations across the 92 evaluated item-category pairs.

Interpretation of the Results
The agreement between AI predictions and human annotations across the 92 evaluation items 

is summarized in Table 1. Overall, the AI system demonstrated a moderate but consistent level of 
agreement with human judgments when assessing harmful behaviors in multimedia content. The MAE 
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ranged between 1.33 and 1.57, depending on the aggregation strategy used for the human reference, 
indicating a relatively limited deviation between AI predictions and aggregated human scores.

Correlation metrics further confirmed this alignment. Pearson correlation values ranged between 
0.61 and 0.65, while Spearman correlations fell between 0.63 and 0.67, indicating a moderate positive 
association between AI predictions and human evaluations. Ordinal agreement measured through 
quadratic weighted Cohen’s κ ranged between 0.38 and 0.43, suggesting moderate agreement on the 
rating scale. In practical terms, exact score matches occurred in approximately 41–49% of the evaluated 
cases, while agreement within a tolerance of ± 1 point reached approximately 63%, indicating that 
most discrepancies between AI and human judgments remained relatively small.

These results must be interpreted in the broader context of human annotation variability. A 
comparison between AI-human agreement and human-human inter-rater agreement provided an 
important reference point. Human annotators themselves exhibited considerable variability when 
evaluating socially complex phenomena, such as harassment, humiliation, discrimination, or 
non-consensual exposure. Pairwise comparisons among human raters yielded an average MAE 
of approximately 1.46 and an exact agreement rate of roughly 43%. The fact that the AI-human 
error (approximately 1.57) was close to the human-human disagreement suggests that a significant 
portion of the observed discrepancy reflected the intrinsic ambiguity of the task rather than purely 
algorithmic limitations.

Another relevant observation concerned the systematic bias detected in AI predictions. Across 
most evaluation settings, the model tended to assign slightly lower scores than human annotators, 
resulting in a small but consistent negative bias. This conservative tendency may stem from the 
model’s reliance on explicit visual evidence and its relative caution when interpreting ambiguous or 
context-dependent situations. From an operational perspective, such behavior may be advantageous 
in moderation environments, where avoiding overestimation of harmful content could reduce the risk 
of false positives, although it may also lead to under-detection in subtle cases.

Inspection of the largest prediction errors revealed that discrepancies most frequently arose when 
multiple harmful dimensions overlapped within the same content, when interpretation depended 
heavily on contextual or social knowledge, or when the available visual cues were ambiguous or 
incomplete. Notably, these same factors also increased disagreement among human annotators, 
reinforcing the interpretation that the most challenging cases were inherently uncertain rather than 
simply misclassified by the model.

The analysis also highlights differences across the four evaluated categories. Predictions for 
happy slapping show moderate alignment with human judgments, with disagreements typically 
occurring when physical aggression was partially visible or contextually unclear. The revenge porn 
category exhibited the highest variability, largely because human raters themselves often disagreed 
when evaluating borderline sexual content or situations where consent could not be clearly inferred. 
In contrast, the racism category tended to show stronger agreement, likely because discriminatory 
intent is more frequently associated with explicit visual or symbolic cues. Finally, body shaming 
presented moderate agreement but substantial variability, particularly in cases involving subtle or 
implicit forms of ridicule.

Taken together, these findings suggested that the proposed AI framework was capable of 
approximating human perception of harmful online content with a level of accuracy that approached 
the natural variability observed among human evaluators themselves. Although the system does not 
fully replicate human judgment, it captured several relevant aspects of how harmful content was 
interpreted in practice. This indicated that multimodal AI systems of this kind may serve as effective 
support tools in scalable moderation workflows, particularly when integrated within human-in-the-loop 
decision processes.
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DISCUSSION

The results of this study provided several insights into the relationship between AI-generated 
assessments and human perception in the evaluation of potentially harmful multimedia content. 
The experimental evaluation demonstrated that MLLMs can play a significant role in the automatic 
identification and interpretation of harmful behaviors in online visual media.

Table 2 shows the comparison between AI-human agreement and human-human agreement.

Table 1. Agreement Between AI Predictions and Human Reference Annotations Across the 92 Content-Category Evaluation 
Items

Metric Mean Reference Median Reference Interpretation

Mean Absolute Error (MAE) 1.57 1.33 Average prediction error

Root Mean Squared Error (RMSE) 1.93 1.67 Penalized large errors

Bias (AI Human) -1.48 -1.21 AI tended to underestimate

Exact Match (%) 41.3 48.9 Identical ratings

Agreement within ± 1 (%) 58.7 63.0 Practical agreement

Agreement within ± 2 (%) 82.4 86.5 Near agreement

Pearson Correlation 0.61 0.65 Linear association

Spearman Correlation 0.63 0.67 Rank correlation

Linear Weighted κ 0.34 0.39 Ordinal agreement

Quadratic Weighted κ 0.38 0.43 Penalized large disagreements

Note. AI = artificial intelligence.

Table 2. Comparison Between AI-Human Agreement and Human-Human Agreement

Metric AI versus Human Human versus Human

MAE 1.57 1.46

Exact Match (%) 41.3 43.0

Quadratic κ 0.38 0.48

Note. AI = artificial intelligence; MAE = mean absolute error.

Overall, the AI system demonstrated a moderate level of agreement with human annotations 
across the evaluated dimensions. Although numerical discrepancies between AI predictions and 
human scores were not negligible, their magnitude must be interpreted in light of the substantial 
variability observed among human annotators themselves. Indeed, the comparison between AI-human 
agreement and human-human agreement indicated that the performance gap was relatively limited. 
Human raters exhibited considerable disagreement when evaluating socially complex phenomena, 
such as harassment, humiliation, or discrimination in multimedia content. This observation suggested 
that the annotation task itself contained an inherent level of subjectivity.

From this perspective, AI performance approaching the level of human inter-rater variability 
indicated that the system captured meaningful aspects of human judgment, even if it does not 
perfectly replicate it. Rather than aiming to replace human evaluators, AI systems may therefore be 
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better understood as complementary tools capable of assisting moderation processes by providing 
preliminary assessments that guide human review.

A further notable finding concerns the systematic bias observed in AI predictions. Across most 
evaluation settings, AI scores tended to be slightly lower than the corresponding human reference 
values. This conservative tendency may reflect several underlying mechanisms. First, modern AI 
systems often incorporate safety-oriented design principles that discourage strong assertions in 
ambiguous contexts. Second, AI models typically rely more heavily on explicit visual or textual cues, 
whereas human annotators are more inclined to infer social meaning from contextual or cultural signals.

The category-level analysis further highlights the varying degrees of difficulty associated with 
different forms of harmful content. Categories, such as racism, where explicit visual or linguistic cues 
may be present, tended to show comparatively stronger agreement between AI predictions and human 
judgments. In contrast, categories that rely more heavily on contextual interpretation—such as revenge 
porn or body shaming—exhibited higher levels of disagreement both among human annotators and 
between humans and AI. These findings were consistent with prior research in computational social 
perception and content moderation, which emphasized the contextual and culturally dependent nature 
of online harm detection (Kumar & Sachdeva, 2021).

Beyond model-level evaluation, this study also produced several concrete empirical outcomes 
that strengthened the practical relevance of the proposed framework. In particular, a new multimodal 
dataset comprising approximately 5,000 visual samples was constructed, of which 627 samples had 
already been manually annotated. The dataset covered five categories relevant to harmful content 
analysis: happy slapping, revenge porn, racism, body shaming, and an additional unknown category 
designed to capture ambiguous or non-actionable content. The inclusion of this category proved 
particularly useful in reducing forced misclassifications in borderline cases and in enabling principled 
deferral to human moderators.

Each sample was stored using a standardized JSON annotation schema that recorded the filename, 
numerical label identifier, the human-readable class label, and an uncertainty flag indicating whether 
the model expressed ambiguity during inference. Across the dataset, approximately 14.6% of the 
samples were marked as uncertain. The highest uncertainty rates were observed in the unknown 
and body shaming categories, where contextual cues tended to be subtle or culturally dependent. 
In contrast, visually explicit categories, such as happy slapping and revenge porn, exhibited lower 
uncertainty rates, suggesting stronger alignment between visual evidence and semantic interpretation.

The dataset also included multiple visual variants of the same source content, such as rotated 
frames and localized patches, extracted from videos. These variations allowed for a systematic 
evaluation of model robustness under transformations commonly encountered in real-world social 
media environments. As a result, the dataset not only supported the empirical analysis presented in 
this study but also provided a reusable benchmark for future research on multimodal cyberbullying 
detection.

From a methodological perspective, the use of MLLMs offers several advantages over traditional 
computer vision pipelines. Unlike conventional CNN-based classifiers or hybrid multimodal 
architectures that rely on fixed label spaces, prompt-driven LLMs enable a more flexible and 
interpretable evaluation process. The use of a continuous scoring system rather than binary 
classification further allows a more nuanced representation of aggression severity, which may be 
particularly useful in risk-aware moderation strategies.

Nevertheless, several challenges remain. LLMs occasionally exhibit uncertainty in ambiguous 
visual scenarios, leading to fluctuating predictions when contextual cues are minimal. Although prompt 
engineering can partially mitigate this issue, reliance on handcrafted prompts remained a limitation 
of current approaches. Additionally, ethical safeguards embedded in modern AI models may lead to 
overcautious behavior in highly sensitive categories, such as revenge porn, highlighting the ongoing 
challenge of balancing responsible AI principles with effective content monitoring (Floridi et al., 
2018; Mitchell et al., 2019).
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Dataset composition also plays a critical role in shaping model performance. Content originating 
from specific platforms, cultural contexts, or linguistic communities may introduce biases in the 
system’s predictions (Blodgett et al., 2020; Mehrabi et al., 2021). Expanding the dataset to include 
more diverse sources and sociocultural contexts will therefore be an important direction for future work.

Future developments may also explore deeper multimodal fusion strategies, improved uncertainty 
quantification mechanisms, and temporal reasoning architectures capable of detecting sequential 
patterns of harassment in video streams. Moreover, evaluating robustness against adversarially crafted 
content—such as memes that rely on coded language or symbolic imagery—will be essential for 
assessing the practical resilience of AI-based moderation systems.

Overall, the findings of this study position MLLMs as a promising technological foundation for 
next-generation cyberbullying detection systems. By combining contextual reasoning capabilities 
with scalable multimodal analysis, such systems have the potential to support social media platforms 
and policy makers in developing more effective and transparent strategies for mitigating online harm.

LIMITATIONS

Despite the insights provided by this study, several limitations should be acknowledged.
First, the dataset used in this analysis consisted of a relatively small number of multimedia 

contents. Although each item was evaluated across multiple categories and by a large number of 
human annotators, the limited number of distinct media items may have restricted the generalizability 
of the findings.

Second, the scoring scheme relied on an ordinal scale from 0 to 5 to quantify the intensity of 
potentially harmful content. While such scales are commonly used in annotation studies, they inevitably 
simplify complex social phenomena into discrete categories. Different annotators may interpret the 
scale points differently, contributing to variability in the annotations.

Third, the analysis aggregated human responses to produce a reference value for each 
item-category pair. While aggregation methods, such as the mean or median, are necessary to 
establish a baseline, they may obscure meaningful diversity in human interpretations. In particular, 
strongly polarized responses may be averaged into intermediate values that do not fully represent 
any individual perspective.

Fourth, the AI evaluations were generated by multiple AI profiles whose internal configurations 
and prompt contexts may have influenced their outputs. Although aggregation across AI raters helps 
reduce individual variability, the results may still depend on the specific configuration of the AI 
systems used.

Finally, the study focused on four specific categories of harmful content. While these categories 
captured several important forms of online harm, they did not exhaust the full spectrum of potentially 
problematic online behaviors.

Future research should therefore investigate larger and more diverse datasets, explore alternative 
annotation frameworks, and examine additional dimensions of harmful online content.

THREATS TO VALIDITY

Several potential threats to validity should be considered when interpreting the results of this study.

Construct Validity
Construct validity concerns whether the measurement framework accurately captured the 

phenomena of interest. In this study, complex social constructs, such as racism, body shaming, and 
revenge porn, were operationalized through numerical ratings on a limited ordinal scale. While this 
approach facilitated quantitative analysis, it may not have fully captured the richness and nuance of 
these phenomena.
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Furthermore, different annotators may have interpreted the categories differently, leading to 
variations in the underlying constructs being measured.

Internal Validity
Internal validity relates to whether the observed differences between AI and human annotations 

could be attributed to the evaluation process itself rather than the confounding factors.
One potential concern was the variability in human annotations. Because the task involved 

subjective judgments, the human baseline was not a perfectly stable reference. The observed AI 
errors therefore partly reflected disagreement among human raters rather than purely algorithmic 
inaccuracies.

Another factor that may have influenced internal validity was the aggregation strategy used to 
construct the human reference values. Different aggregation methods may have produced slightly 
different baseline scores.

External Validity
External validity refers to the extent to which the findings generalized beyond the specific dataset 

used in the study.
The dataset included a limited number of multimedia items and focused on specific categories 

of harmful behavior. As a result, the conclusions may not have fully generalized to other forms of 
online content, other cultural contexts, or other annotation tasks.

Future studies involving larger datasets and more diverse media sources would help improve the 
generalizability of the findings.

Statistical Conclusion Validity
Statistical conclusion validity concerns whether the statistical analyses accurately supported the 

conclusions drawn.
The relatively small number of content items may have limited statistical power in certain 

analyses, particularly when results were disaggregated by category. While multiple complementary 
metrics were used to evaluate agreement, additional statistical tests and larger datasets would have 
further strengthened the robustness of the conclusions.

CONCLUSION

This study introduced a multimodal framework for automated cyberbullying detection using 
LLMs capable of analyzing images and videos from major social platforms. Through the adoption 
of a zero-shot inference strategy, the proposed approach avoided the constraints of domain-specific 
fine-tuning, outperforming conventional NLP- or CNN-based classifiers, especially in visual-only 
harassment scenarios (Bommasani et al., 2021; Brown et al., 2020).

Among the tested models, Gemma 3-12B achieved the most stable and accurate performance, 
demonstrating high sensitivity toward four relevant cyberbullying categories: revenge porn, happy 
slapping, racism, and body shaming. The use of continuous scoring enabled fine-grained risk 
assessment, which was valuable for moderation workflows where prioritization was essential.

The system architecture, built on containerized components and standardized JSON-based 
inference logs, ensures reproducibility, transparency, and future extensibility. At the same time, 
limitations remain regarding dataset diversity, the handling of subtle contextual cues, and reliance 
on prompt engineering.

Beyond methodological contributions, this work delivered a concrete empirical resource that 
substantiated the reported findings. As part of the study, a new multimodal dataset of 5,000 annotated 
visual samples was constructed, covering five categories of online harm: happy slapping, revenge 
porn, racism, body shaming, and an explicit unknown class for ambiguous content. The dataset follows 
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a standardized JSON-based annotation format, including both categorical labels and an uncertainty 
indicator, enabling transparent analysis of borderline cases and facilitating human-in-the-loop 
moderation scenarios. By incorporating multiple visual variants of the same content and reflecting 
realistic class imbalance, the dataset provides a robust foundation for evaluating multimodal 
cyberbullying detection systems in real-world conditions.

Future work will focus on several key directions. First, the system will be extended to incorporate 
multimodal sequence reasoning algorithms specifically designed for long-duration video analysis, 
enabling the model to recognize evolving harassment patterns over time rather than relying solely 
on isolated frames. Additionally, research will explore adaptive prompting methodologies and 
self-calibrating scoring strategies, allowing the model to automatically refine its interpretive 
consistency across varying contexts. The dataset will also be expanded to include a broader range 
of cultural and situational representations, reducing the risk of bias and improving the model’s 
generalizability to diverse online communities. Finally, where ethically and legally appropriate, 
the integration of limited user metadata or linguistic cues alongside visual information may further 
enhance contextual understanding and overall classification accuracy.

In conclusion, this research provided concrete evidence that modern MLLMs can play a 
transformative role in the automated moderation ecosystem, supplementing human expertise and 
enabling more effective protection against online aggression and digital abuse.
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